Accessing Citrix on a MAC using OS X
(Mountain Lion and Newer)

These instructions are specifically designed for OS X “Mountain Lion” and Mavericks. Earlier versions of
the OS will require a different installation.

These instructions assume that there are no Java, Citrix or Juniper components installed on the
computer.

While every attempt has been made to ensure that these steps can be followed step by step, individual
computers may present different prompts depending on how they are configured.

Safari version must be 6.1.2 or newer. (Use Software Update to ensure that you have the latest version)

Install Java:

Go to http://java.com:
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Click “Free Java Download”:
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Click “Agree and Start Free Download”

The installation file will start downloading. Once the file has downloaded, click on it to open it:

Double click on the brown and yellow box. Java will begin installing. Step through the installation.

Since you are installing new software, you will probably have to enter your login ID and password at
some point during the installation. This is the name and password for your MAC, not your LNl name and
password.

Once Java is installed, you will see the following screen:

Click “Verify Java Version”. The web site will verify your version and whether or not Java is working
correctly. A successful install will look like this:
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If you do not see a successful installation message, you will need to do some investigating to see why
Java did not install or is not running correctly. This is outside the scope of this document.

Close Safari.

Configure Java:

Click the Apple logo in the upper left hand of your desktop.

Click “System Preferences”:
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Java

Click the “Java” icon:

800 Java Control Panel

I vpdate  Java  Security | Advanced

About
View version information abaut Java Contral Panel.
About...
Network Settings
Network settings are used when making Interet connections. By default, Java
will use the network settings in your web browser. Only advanced users should
modify these settings.
Network Settings... |

Temporary Internet Files
Files you use in Java applications are stored in a special folder for quick
execution later. Only advanced users should delete files or madify these
settings.

[ Settings. View.. |

Java in the browser is enabled. ~ See the Security tab

oK Cancel Apply

Click the “Security” tab.
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Click “Edit Site List”

Click “Add”

Enter Https://connect.wa.gov

Click “Ok”
Click “Ok” to close the Java

Open Safari.

Control Panel.

From the Safari menu, go to “Preferences”:

[- NeNs)

L0270

General

s A B & @

rity Privacy Notifications Extensions Advanced

Default search engine:

Safari opens with
New windows open with
New tabs open with

Homepage

Default web browser: | &) Safari (6.0.5) 2

: | Google :

: | A new window

: | Homepage i

: | Top Sites

g | http:/ /www.apple.com/startpage/

| Set to Current Page |

Remove history items: | After one year 2
Save downloaded files to: | Downloads B
Remove download list items: | Manually :

[ Open “safe” files after downloading
“Safe” files include movies, pictures, sounds,
POF and text documents, and archives.

~\
s

|

Click the “Security” tab:

Security

Fraudulent sites: [?]Warn when visiting a fraudulent website

Web content: (M Enable JavaScript
[_| Block pop-up windows

Internet plug-ins: ™ Allow Plug-ins | Manage Website Settings... |

Deselect “Block pop-up windows”.

Java and Safari are now configured.
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Logging In:

This section will require you to log in more than once. This is necessary in order to install components
and to configure Safari to allow Juniper and Citrix to run.

Go to https://connect.wa.gov/Ini/mobile (This is the site which you will use to log into Citrix)

eoo

LNI SSL VPN Mobile

e > |12 | + ] wirs s connectwa gov/dana-na/auth /LN cl

@.ﬁg“um“ﬁﬁ-ﬁvmﬁ-

e

Juniper

Welcome to the
LNI SSL VPN Mobile

Usermame
wt
Network.
Passwora

Weicome to the LNI SSL VPN Sign In Page.
This Washington State government computer system s the property of the Department of Labor and Industries.
It is for authorized use only

Users have no expectation of privacy

THIS SYSTEM IS FOR AUTHORIZED USE ONLY. This system and Its files may be monitored, recorded, copied, audited or disciosed to the

Department of Labor and Industries and other authorized government entities including law enforcement personnel, Connection to this
computer system acknowledges your consent to these conditions of use.

UNAUTHORIZED USE 15 PROHIBITED AND MAY RESULT IN ADMINISTRATIVE PROCEEDINGS, DISCIPLINARY ACTIONS, AND
FEDERAL/STATE OR CRIMINAL PENALTIES.

Enter your LNI user name and password and click “Sign In”. If you are prompted to remember your
password, choose “Never for this Website”:

eno

LNI SSL VPN Mobile - Additional Credentials Page

LNI SSL VPN Mobile

RSA Password (PIN + Token Code) serserersnsns

Senm

Enter your key fob PIN and number and click “Sign In”:

> (2] (46 e conmectmagov [T Y
D B Aok s facebosk Twiter Wiisedis Yahoo News® Fopuir™ d
JuniPer

Welcome to the
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coe L S5L VPN Mobile - PleaseMait <
(2] [+ s comectwa gov ¢ Limas (0]
Junieer Do you want 1o trust the website "connectw gov™ to use

_ the “Java” plug-in?

Loading Components... @ Security pane of Safari preferences.
Please wait, This may take several minutes. 0 o this Websine Tune | ([

I an error prevents a component from 6ading properly, you can clck hars to continue. Not all functionsiity may be avaiae.

® Host Checker

Click “Trust”:

800 Security Warning

Do you want to Continue?
The connection to this website is untrusted.

/ !! Website: hitps:/jconnect wa gov 443
Note: valid
website.

y
More information

[Conime | [ coment ]

Click “Continue”:

Do you want to run this application?

‘f(’) Publisher: Juniper Networks, Inc.
[_J‘—"— Location:  https://connect.wa.gov.
This application will run with unrestricted access which may put your computer

and personal information at risk. Run this application only if you trust the
location and publisher above.

(] Do not show this again for apps from the publisher and location above
This application will be blocked in a future
Java security update because the JAR file ]
manifest does not contain the Permissions

attribute. Please contact the Publisher for more
information. More Information

Check the box next to “Do not show this again for apps from the publisher and location”

Click “Run”:

Page 6 of 15



Accessing Citrix on a MAC using OS X

(Mountain Lion and Newer)

Do you want to download, install, and/or execute software
from the following server?

Product Name: Host Checker
Software Name: tnecjar
Server Name:  connect.wa.gov

Always | | Yes

Click “Always”

800 118N_HC_MSG_XX_ERROR

An error was encountered while downloading the target application from the
secure gateway and could not fetch the file.

Please contact your system administrator. (Error condition SLOx0D)

Click “Ok”. You will be returned to the original login screen.

From the Safari menu, go to “Preferences”:

@066 General

Default web browser: | & Safari (7.0.1)

Default search engine: | Google

Safari opens with: { A new window

New windows open with: | Top Sites

New tabs open with: | Top Sites

Homepage: [|

Set to Current Page

Remove history items: | After one year

Top Sites shows: | 12 sites

Save [ d files to: | (&) Download:

Remove download list items: | Manually

Click the “Security” tab:

™ Open “safe” files after downloading
“Safe” files include movies, pictures, sounds,
PDF and text documents, and archives.

o)

@)
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®e006 Security

Fraudulent sites: (¥ Warn when visiting a fraudulent website

Web content: (¥ Enable JavaScript
[_| Block pop-up windows

Internet plug-ins: (M Allow Plug-ins | Manage Website Settings... |

Click “Manage Web Site Settings”:

0600 Security

= s B 5

General Tabs AutoFill Passwords |Security| Privacy Notifications Extensions Advanced

Jdvd
ersio a7u Java
e e i

QuickTime Allow websites to use this plug-in with the settings below:

Version 7.7.3 _ ~
Configured Websites
€ connect.wa.gov Allow H
| & java.com Allow S

When visiting other websites: | Ask )

[ Done |

Make sure that “Java” is selected in the left hand panel and click “Allow” next to the Connect.wa.gov”
entry.

From the drop down list, choose “Run in Unsafe Mode”:

Are you sure you want to trust the
website “connect.wa.gov” to run “Java” in

ﬁ unsafe mode?

Plug-ins running in unsafe mode can access your
personal documents and data.

[ Trust | [ Cancel |

®

Click “Trust”, then click “Done”
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Close the Security window.

Log back in to the website:

8 .00 Security Warning

Do you want to Continue?
The connection to this website is untrusted.

: ! ! Website: https://connect.wa.gov:443

Note: The certificate is not valid and cannot be used to verify the identity of this
website.

More Information

[ Continue ] l—@ml—’
- —

Click “Continue”:

806 Setup Control - Warning

Do you want to download, install, and/or execute software
from the following server?

Product Name: Host Checker
Software Name: tnecjar
Server Name:  connect.wa.gov

| Always | | Yes | [ No ]

Click “Always”

NeNsNa} Software Update |

To open “java,” you need a Java SE 6 runtime.
Would you like to install one now?

| NotNow | E

When you see the above prompt you will need to close Safari.

Once Safari is closed, click “Install”:
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License Agreement

Apple Software
ENGLISH

APPLE INC.
SOFTWARE LICENSE AGREEMENT FOR OS X MAVERICKS
For use on Apple-branded Systems

PLEASE READ THIS SOFTWARE LICENSE AGREEMENT ("LICENSE") CAREFULLY BEFORE USING THE APPLE
SOFTWARE. BY USING THE APPLE SOFTWARE, YOU ARE AGREEING TO BE BOUND BY THE TERMS OF THIS
LICENSE. IF YOU DO NOT AGREE TO THE TERMS OF THIS LICENSE, DO NOT INSTALL AND/OR USE THE APPLE
‘SOFTWARE AND, IF PRESENTED WITH THE OPTION TO “AGREE" OR "DISAGREE" TO THE TERMS, CLICK
“DISAGREE". IF YOU ACQUIRED THE APPLE SOFTWARE AS PART OF AN APPLE HARDWARE PURCHASE AND IF YOU
DO NOT AGREE TO THE TERMS OF THIS LICENSE, YOU MAY RETURN THE ENTIRE APPLE HARDWARE/SOFTWARE
PACKAGE WITHIN THE RETURN PERIOD TO THE APPLE STORE OR AUTHORIZED DISTRIBUTCR WHERE YOU
'OBTAINED IT FOR A REFUND, SUBJECT TO APPLE'S RETURN POLICY FOUND AT hitp/www.apple.com/legal/
sales_policies/. YOU MUST RETURN THE ENTIRE HARDWARE/SOFTWARE PACKAGE IN ORDER TO OBTAIN A

REFUND.
IMPORTANT NOTE: To the extent that this software may be used to repraduce, modify, publish or distribute materials, it
is licensed to you only for rep: ion, modificati jon and distri of i materials,
‘materials in which you own the copyright, or materials you are ized or legally permitted to modify,

publish o distribute. If you are uncertain about your right to copy, modify, publish or distribute any material, you should
«contact your legal advisor.

1. General.
A. The Aggle software (including Bact ROM code), any third party software, dosumentation, interfaces, content, fonts and any
data accomganying this License whether preinstalied on Apple-branded hardware, on disk, in read only memory, an any other
media of in any other form (sollectively the “Aople Software™) are licensed, net sald. to you by Apple Inc. (“Apale”) for use only
under the terms of this License. Apple and/or Agple’s licansars retain ownershig of the Apple Software itself and reserve all
rights not axpressly granted to you. You agree that the terms of this License will apoly to any Apple-sranded application
software preduct that may be pre-installed on your Apple-branded hardware, unless such product is accompanied by @
‘separate license. in which case you agree that the ferms of that license will govern your use of that product.

| Disagree | [ Agree |

Click “Agree”:

D
(@]
(@]

Software Update

Installing 1 item

= s, _—-—-—-I

7.1 MB of 66.7 MB — Less than a minute

The installation will complete:

000 Software Update

@

The software was installed.
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Click “OK”
Launch Safari again.

Log back in to the website:

) Security Warning

Do you want to Continue?
The connection to this website is untrusted.

! E Website: https://connect.wa.gov:443

Note: The certificate is not valid and cannot be used to verify the identity of this
website.

More Information

Continue Cancel |

Click “Continue”:

Do you want to run this application?

(1 Publisher: Juniper Networks, Inc.

Location:  https://connect.wa.gov
This application will run with unrestricted access which may put your computer
and personal information at risk. Run this application only if you trust the
location and publisher above.

[] Do not show this again for apps from the publisher and location above

This application will be blocked in a future
Java security update because the JAR file
manifest does not contain the Permissions
attribute. Please contact the Publisher for more
information. More Information

| Run | Cancel |

Check “Do not show this again for apps from the publisher and location above” and then click “run”:

D) Ocking Download wil st stwsre o v

Click “Download”.
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The Citrix Client Installer will begin to download. Once the download is complete, double click on the

downloaded file “Citrixreceiver.dmg”:

I

i
H

i =
18
H

Double Click “Install Citrix Receiver”

Step through the installation of the Citrix Client. Since you are installing new software, you will probably
have to enter your login ID and password at some point during the installation. This is the name and

password for your MAC, not your LNI name and password.

The installation will complete:

The installation was successful.

Click “Close”

Close the Citrix Receiver installation box.

Click “Trust”:
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[ & connect.wa gov
1 8 Aople Klowt Facebosk Twitter Wikipedis Yahoo News® Popular ™ =

citrIx

Launch your applications as you normally do.
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Logging out:

Close all open Citrix applications

Click “Log Off” in the grey bar above the applications:

ciTrix

Logwed O

Click the orange door in the upper left hand of your browser. You may have to stretch the browser

window to see it:

You are now logged out of Citrix and can close your browser.
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Best Practices:

e When launching applications, launch one application initially and wait for it to completely
load before launching another application. Launching multiple apps at the same time can
connect you to multiple Citrix servers which will make the overall experience of using Citrix
much slower than it should be.

o Pick one application (Outlook, Orion, Etc.) and launch it.
o Wait for it to completely load.
o Now launch other applications as needed.

e Always leave at least one application open while connected to Citrix.

o Open an Application (Outlook, Orion, Etc.) and once it has opened, leave it open until
you are finished with your Citrix session.

o This will minimize disconnects and reconnects to Citrix Servers and will greatly decrease
the time it takes to launch applications.

e When you are finished using Citrix, close all open Citrix applications and log off before
shutting down your computer.

Close every open Citrix application

o Log out of Citrix by clicking “Log Off” in the grey bar above the applications.
o Log out of Juniper by clicking the “Door” icon in the upper right of your Browser.
o This will avoid corrupting your Citrix profile, which can make you unable to launch Citrix

applications the next time you log in.
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